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This	page	describes	various	ways	to	sign	in	to	the	gcloud	CLI.The	Google	Cloud	CLI	is	a	command-line	tool	you	can	use	for	Google	Cloudadministration.	Most	services	support	the	gcloud	CLI.	If	you	plan	to	use	client	libraries	or	third-party	development	tools	thatsupport	Application	Default	Credentials	(ADC)	in	a	local	developmentenvironment,	you
need	to	configure	ADC	in	your	local	environment.	For	moreinformation,	seeSet	up	Application	Default	Credentials	for	a	local	development	environment.	How	you	authenticate	to	and	use	the	gcloud	CLI	depends	on	where	youare	running	the	tool:	In	a	local	environment	Using	Cloud	Shell	On	Google	Cloud	compute	resources	Local	environment	For	most
use	cases,	you	can	use	your	user	credentials	tosign	in	to	the	gcloud	CLI,	but	you	can	also	use	a	service	account.	When	you	sign	in	to	the	gcloud	CLI	in	a	local	environment,	the	toolplaces	your	access	and	refresh	tokens	in	your	home	directory.	Any	user	withaccess	to	your	file	system	can	use	those	credentials.	For	more	information,	seeMitigating
compromised	OAuth	tokens	for	Google	Cloud	CLI.	The	following	table	describes	your	options	for	signing	in	to	thegcloud	CLI	and	how	that	affects	the	credentials	used	by	the	toolto	authenticate	and	authorize	to	Google	APIs.	Cloud	Shell	When	you	use	Cloud	Shell,	you	don't	need	to	sign	in	to	thegcloud	CLI,	but	you	do	need	to	authorize	the	use	of	your
accountbefore	using	any	development	tools	from	Cloud	Shell.	After	you	do	that,the	gcloud	CLI	uses	your	user	credentials	to	access	Google	APIs.	For	more	information,	see	Authorize	with	Cloud	Shell.	Google	Cloud	compute	resources	When	you	use	the	gcloud	CLI	on	Google	Cloud	compute	resourcessuch	as	Compute	Engine	virtual	machines,	you	don't
need	to	initialize	or	signin	to	the	gcloud	CLI,	because	it	gets	its	credentials	andconfiguration	information	from	the	hosting	compute	resource	by	using	themetadata	server.	gcloud	CLI	authentication	configuration	and	ADC	configuration	When	you	sign	in	to	the	gcloud	CLI,	you	use	thegcloud	auth	login	command	to	authenticate	a	principal	to	the	gcloud
CLI.The	gcloud	CLI	uses	that	principal	for	authentication	and	authorization	tomanage	Google	Cloud	resources	and	services.	This	is	your	gcloud	CLI	authentication	configuration.	When	you	use	the	gcloud	CLI	to	configure	ADC,	you	usethe	gcloud	auth	application-default	login	command.	Thiscommand	uses	the	principal	you	provide	to	configure	ADC	for
yourlocal	environment.	This	is	your	ADC	configuration.	Your	gcloud	CLI	authentication	configuration	is	distinct	from	yourADC	configuration.	They	can	use	the	same	principal	or	different	principals.	Thegcloud	CLI	does	not	use	ADC	to	access	Google	Cloud	resources.	The	following	table	shows	the	two	commands	and	what	they	do:	Generally	you	use	the
same	account	to	sign	in	to	the	gcloud	CLIand	to	configure	ADC,	but	you	can	use	different	accounts	if	needed.	What's	next	Except	as	otherwise	noted,	the	content	of	this	page	is	licensed	under	the	Creative	Commons	Attribution	4.0	License,	and	code	samples	are	licensed	under	the	Apache	2.0	License.	For	details,	see	the	Google	Developers	Site
Policies.	Java	is	a	registered	trademark	of	Oracle	and/or	its	affiliates.	Last	updated	2025-06-12	UTC.	[[["Easy	to	understand","easyToUnderstand","thumb-up"],["Solved	my	problem","solvedMyProblem","thumb-up"],["Other","otherUp","thumb-up"]],[["Hard	to	understand","hardToUnderstand","thumb-down"],["Incorrect	information	or	sample
code","incorrectInformationOrSampleCode","thumb-down"],["Missing	the	information/samples	I	need","missingTheInformationSamplesINeed","thumb-down"],["Other","otherDown","thumb-down"]],["Last	updated	2025-06-12	UTC."],[[["The	gcloud	CLI,	a	command-line	tool	for	Google	Cloud	administration,	requires	different	sign-in	methods	based	on
the	environment:	local,	Cloud	Shell,	or	Google	Cloud	compute	resources."],["In	local	environments,	users	can	sign	in	to	the	gcloud	CLI	using	either	their	user	credentials	or	a	service	account,	with	the	tool	storing	access	tokens	in	the	user's	home	directory."],["Cloud	Shell	users	do	not	need	to	sign	in	to	the	gcloud	CLI	but	must	authorize	their	account
for	development	tools,	while	compute	resources	automatically	provide	credentials	to	the	gcloud	CLI."],["The	`gcloud	auth	login`	command	authenticates	the	gcloud	CLI	for	accessing	Google	Cloud,	whereas	`gcloud	auth	application-default	login`	configures	Application	Default	Credentials	(ADC)	for	the	local	environment."],["Workforce	and	Workload
Identity	Federation	allow	users	and	workloads	outside	of	Google	Cloud	to	access	resources,	and	the	gcloud	CLI	supports	signing	in	using	these	methods."]]],[]]	Google	Cloud	CLI	Google	Cloud	CLI	gcloudgsutilbq	gcloud	CLI	Google	Cloud	APIs	Cloud	Google	Cloud	CLI	gcloud	CLI	gcloud	CLI	:	Linux	Python	Google	Cloud	CLI	Python	3.83.13	x86_64	Linux
Python	Python	gcloud	topic	startup	:	Linux	uname	-a	Linux	curl	-O	google-cloud-cli-linux-x86_64.tar.gz	*.tar.gz	tar	-xf	google-cloud-cli-linux-x86_64.tar.gz:	google-cloud-sdk	gcloud	CLI	PATH	./google-cloud-sdk/install.sh./google-cloud-sdk/install.sh	--help	gcloud	CLI	Y	gcloud	CLI	PATH	Y	PATH	gcloud	CLI	gcloud	init	./google-cloud-sdk/bin/gcloud	init
Debian/Ubuntu:	gcloud	Snap	Package	Manager	Ubuntu	Google	Cloud	CLI	snap	Compute	Engine	OS	gcloud	CLI	OS	Debian	Ubuntu	gcloud	CLI	gcloudgcloud	alphagcloud	betagsutilbq	kubectl	gcloud	App	Engine	gcloud	CLI	Ubuntu	Debian	sudo	apt-get	update	apt-transport-https	curl	sudo	apt-get	install	apt-transport-https	ca-certificates	gnupg	curl
Google	Cloud	Debian	9	Ubuntu	18.04	curl	|	sudo	gpg	--dearmor	-o	/usr/share/keyrings/cloud.google.gpg	curl	|	sudo	apt-key	--keyring	/usr/share/keyrings/cloud.google.gpg	add	-	apt-key	--keyring	curl	|	sudo	apt-key	add	-	apt-get.gpg	gcloud	CLI	URI	Debian	9	Ubuntu	18.04	echo	"deb	[signed-by=/usr/share/keyrings/cloud.google.gpg]	cloud-sdk	main"	|
sudo	tee	-a	/etc/apt/sources.list.d/google-cloud-sdk.list	sign-by	echo	"deb	cloud-sdk	main"	|	sudo	tee	-a	/etc/apt/sources.list.d/google-cloud-sdk.list	:	/etc/apt/sources.list.d/google-cloud-sdk.list	cloud-sdk	gcloud	CLI	sudo	apt-get	update	&&	sudo	apt-get	install	google-cloud-cli	apt-get	apt-get	Docker	:	Docker	gcloud	CLI	1	RUN	echo	"deb	[signed-
by=/usr/share/keyrings/cloud.google.gpg]	cloud-sdk	main"	|	tee	-a	/etc/apt/sources.list.d/google-cloud-sdk.list	&&	curl	|	gpg	--dearmor	-o	/usr/share/keyrings/cloud.google.gpg	&&	apt-get	update	-y	&&	apt-get	install	google-cloud-cli	-y	gpg	--dearmor	:RUN	echo	"deb	[signed-by=/usr/share/keyrings/cloud.google.gpg]	cloud-sdk	main"	|	tee	-a
/etc/apt/sources.list.d/google-cloud-sdk.list	&&	curl	|	apt-key	--keyring	/usr/share/keyrings/cloud.google.gpg	add	-	&&	apt-get	update	-y	&&	apt-get	install	google-cloud-cli	-y	google-cloud-cli	google-cloud-cli-anthos-auth	google-cloud-cli-app-engine-go	google-cloud-cli-app-engine-grpc	google-cloud-cli-app-engine-java	google-cloud-cli-app-engine-python
google-cloud-cli-app-engine-python-extras	google-cloud-cli-bigtable-emulator	google-cloud-cli-cbt	google-cloud-cli-cloud-build-local	google-cloud-cli-cloud-run-proxy	google-cloud-cli-config-connector	google-cloud-cli-datastore-emulator	google-cloud-cli-firestore-emulator	google-cloud-cli-gke-gcloud-auth-plugin	google-cloud-cli-kpt	google-cloud-cli-
kubectl-oidc	google-cloud-cli-local-extract	google-cloud-cli-minikube	google-cloud-cli-nomos	google-cloud-cli-pubsub-emulator	google-cloud-cli-skaffold	google-cloud-cli-spanner-emulator	google-cloud-cli-terraform-validator	google-cloud-cli-tests	kubectl	google-cloud-cli-app-engine-java	sudo	apt-get	install	google-cloud-cli-app-engine-java	gcloud	init
gcloud	init	gcloud	CLI	gcloud	CLI	VERSION	123.0.0	sudo	apt-get	update	&&	sudo	apt-get	install	google-cloud-cli=123.0.0-0	10	:	371.0.0	google-cloud-sdk	Red	Hat/Fedora/CentOS:	Compute	Engine	OS	Google	Cloud	CLI	OS	Red	Hat	Enterprise	Linux	789Fedora	33	34CentOS	7	8	gcloud	CLI	gcloudgcloud	alphagcloud	betagsutilbq	kubectl	gcloud	App
Engine	gcloud	CLI	DNF	Red	Hat	Enterprise	Linux	9	sudo	tee	-a	/etc/yum.repos.d/google-cloud-sdk.repo


